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PARENTAL CONTROLS
Advice on setting up parental controls to help you keep your child 
safe online. There is some really good advice out there to help 
parents and carers set controls on devices to help keep their 
children safe online. Parental controls can help you to: 

• plan what time of day your child can go online and how long for
•  create content filters to block apps that may have inappropriate 

content
• manage the content different family members can see

The NSPCC puts together some really helpful suggestions , these 
can be found at https://www.nspcc.org.uk/keeping-children-safe/
online-safety/parental-controls/

HOME INTERNET PROVIDER FILTERS
The 4 big internet providers in the UK – BT, Sky, TalkTalk and Virgin 
Media - provide their customers with free parental controls which 
can be activated at any time. They have come together to produce 
these helpful video guides to help you to download and set-up the 
controls offered by your provider. https://www.saferinternet.org.
uk/advice-centre/parents-and-carers/parental-controls-offered-
your-home-internet-provider

PARENT AND CARERS SUPPORT 
Whether you’re puzzled by parental controls or would like to get 
knowledgeable about gaming, this website can help. We all know 
that it can sometimes be challenging to keep up to speed with what 
children and young people are doing online. On this page you’ll find a 
whole host of useful ways to help keep your child safe. 
https://www.childnet.com/parents-and-carers
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PROTECTING YOUR CHILD
The child protection company talks about 3 important online safety 
tips:

• Teach your kids to choose safe passwords and keep them private
• Deactivate location settings on smartphones and tablets
• Discuss privacy settings with children and review them on a 

regular basis

Find out more information here 
https://www.childprotectioncompany.com/CPC/news/general/3-
important-online-safety-tips-for-parents-and-professionals/

HOW TO MAKE A LAPTOP 
CHILD-SAFE 
BT have produced a guidance page (regardless of who your internet 
provider is) for keeping kids safe on windows laptops. Kids might be 
whizzes with modern technology but sometimes they can get into a 
spot of bother. By following a few simple steps it’s possible to protect 
your computer – and your children – from the nastiest pitfalls. 
http://home.bt.com/tech-gadgets/computing/laptops/how-to-
make-a-laptop-childproof-11363831411601

SETTING UP DEVICES TO BE SAFE 
ONLINE
The group at internet matters have designed a simple checklist to 
give you peace of mind regarding your child’s safety on the internet. 
It explains how to set your children’s device up before you give it to 
them so you know they’re safe online as soon as they start using it 
https://www.internetmatters.org/wp-content/uploads/2019/04/
Internet-Matters-Tips-Set-up-Safe-checklist.pdf
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PAREN
T 

G
U

ID
E

T
H

E RISE O
F CYBER CRIM

E
M

ore and m
ore teenagers, w

ho are unlikely to be 
involved in ‘traditional crim

es’, are becom
ing involved in 

cyber related offences.

Som
e studies have show

n that financial gain - w
hilst 

a 
contributing 

factor 
- 

is 
not 

necessarily 
the 

real 
m

otivator behind increasing attacks. Rather, the sense of 
achievem

ent from
 being able to hack, coupled w

ith the 
social prestige this brings, appears to be the principle 
causes. 

O
ther possible reasons could include, a lack of aw

areness 
of w

hat actually constitutes cybercrim
e or how

 serious it 
is deem

ed by a society increasingly dependent upon its IT 
infrastructure.

How
ever, the lack of credible academ

ic research m
akes it 

exceptionally diffi
cult to identify a typical ‘teenage cyber 

crim
inal’ or to even go as far as to say there is one! 

Furtherm
ore, no one seem

s to have any idea how
 m

uch 
teenagers form

 part of these grow
ing statistics. W

e hear 
that cybercrim

e is costing the U
K ‘£27 Billion a year’ but 

have very litt
le idea how

 these w
hopping headlines break 

dow
n on inspection.

W
E N

EED
 SECU

RITY SPECIALISTS
Indeed, there are very good reasons for young  

adults to be interested in cyber security - including  the 
area of ethical hacking, w

hich seeks to find w
eaknesses in 

security controls so that they m
ight be properly m

itigated. 

Such w
ork can, and often does, save com

panies thousands 
of pounds in dam

ages and protects the sensitive data 
w

hich w
e entrust them

 w
ith everyday.

Technology has revolutionised every aspect of m
odern 

life. From
 cutti

ng edge m
edical advances to the hum

drum
 

m
echanics of industry &

 com
m

erce. 

The reliance on IT m
eans that the security industry 

has blossom
ed. The opportunities to develop a deeply 

satisfying career that is financially lucrative is better than 
ever. It is no surprise, for instance, to find GCHQ

 offering 
lucrative bursaries and apprenticeship schem

es for young 
teenagers w

ith an interest in all things cyber.

T
READ

IN
G A FIN

E LIN
E

M
any parents, therefore, find them

selves treading 
a fine line.  There are a plethora of reasons to support a 
child’s interest in security - including the w

orld of hacking, 
but it needs to be done w

ith som
e guidance.

W
H

AT YO
U

 N
EED

 TO
 K

N
O

W
There are tw

o key points here: A) W
hat does the 

law
 say about cybercrim

e and B) How
 can m

y child learn 
about security safely?

T
H

E CO
M

PU
TER M

ISU
SE ACT

The 
Com

puter 
M

isuse 
Act 

deals 
w

ith 
cyber 

crim
inality and there are three key parts that w

e w
ill 

paraphrase &
 discuss here:

U
NAU

TH
O

RISED
 ACCESS: 

If you log into som
eone else’s electronic device or account 

or are accessing files &
 folders w

ithout that person’s 
perm

ission, you are m
ost likely breaking the law

.  The 
m

axim
um

 punishm
ent for this offence is 2 years and/or 

a fine up to £5,000. 

U
NAU

TH
O

RISED
 ACCESS &

 IM
PAIRIN

G 
TH

E O
PERATIO

N
 O

F A CO
M

PU
TER

Exam
ples 

here 
m

ight 
include 

planting 
m

alw
are,  

encrypting som
eone’s data, booting a friend off an online 

gam
e or exfiltrating data for personal gain.  The m

axim
um

 
punishm

ent here is 10 years and/or a fine up to £5,000.

CAU
SIN

G SERIO
U

S H
ARM

Finally, the harshest penalties are reserved for putti
ng 

lives at risk; causing injury or preventing the supply of fuel, 
food, w

ater and transport. 
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Don’t forget, there are m
any IT system

s w
here hum

an 
w

elfare and safety are dependent - the N
H

S is a classic 
exam

ple.  The m
axim

um
 penalty here can be a life 

sentence.

B
EFO

RE YO
U

 BEGIN
Before 

learning 
to 

hack, 
you 

child 
needs 

to 
understand the Com

puter M
isuse Act and w

hy hacking 
can have devastating effects for victim

s w
hen not done 

ethically and w
ithout serious consideration.  N

or are you 
protected from

 prosecution by claim
ing ignorance of the 

law
.

L
EARN

IN
G TO

 H
ACK

 SAFELY
There are a lot of tools that can support the 

developm
ent of a child w

ishing to hack.

K
ALI LIN

UX: 
This is a type of operating system

 (like W
indow

s 10 
or M

ac O
S X) that is designed for penetration testing. 

It com
es pre-installed w

ith a num
ber of w

idely used 
penetration tools for easy access. 

Installing Kali Linux can be a challenge - especially if you 
don’t w

ant to replace your existing operating system
. 

For this reason, m
any hackers install VM

 W
are first.

VIRTUAL M
ACH

IN
ES (VM

W
ARE):

If you install VM
 softw

are, your com
puter - and all the 

things on it - w
orks as it alw

ays has. How
ever, w

hen you 
fire up your new

ly installed VM
 w

are, you can add and use 
other ‘com

puters’. A M
acBook could - in effect - have a 

W
indow

s com
puter on it and a Linux system

 too. 

Be w
arned, w

hen you run tw
o system

s on one com
puter, 

you affect its perform
ance. How

ever, the benefit of a VM
 

is the ability to reset everything using ‘snapshots’ w
hen 

things go w
rong - and they inevitably do.

M
ETASPLO

ITABLE &
 O

TH
ERS

M
etaspoloitable 

is 
an 

intentionally 
vulnerable 

Linux 
virtual m

achine that can be used 
to test security tools and practice 
com

m
on penetration techniques 

w
ithout the fear of doing harm

 to 
others. 

O
nline equivalents also exist.  For 

exam
ple; hack.m

e, HackThis and 
Im

m
ersive Labs are certainly grow

ing in popularity. M
any 

others sites can also be found w
ith a litt

le thought and 
patience using your favourite search engine.

PAID
 FO

R AN
D

 FREE CO
U

RSES
It is am

azing how
 m

uch som
e teenagers can teach 

them
selves by pillaging free online resources and videos 

posted on YouTube.  How
ever, for m

any it is m
uch easier 

and m
ore effective to pay for an online course.

These courses are often produced by security professionals 
and include com

prehensive video tutorials. Indeed, w
ith 

a bit of research you can not only find these courses but 
also how

 w
ell people rate them

. Good sources include 
places like U

dem
y and Lynda.com

.

O
TH

ER TO
O

LS
There are other hacking tools that are proving popular 

w
ith young adults. 

Key grabbers - a discreet plug-in that records w
hat you 

type as w
ell as U

SBs loaded w
ith m

alw
are (such as 

the Rubber Ducky 
&

 
Bash 

Bunny) 
are 

both 
w

orth 
know

ing 
about.  

Just 
as 

popular 
are 

devices 
like 

the 
Pineapple 

W
iFi.  These target free W

iFi connections and allow
 

the penetration tester to view
 an individual’s online 

activity. 

How
ever, 

before 
rushing 

off 
to 

purchase 
such 

equipm
ent, a serious conversation needs to occur 

about how
 they should and should not be used. N

ot 
only is it critically im

portant to have the perm
ission of 

the intended target but tim
e and effort m

ust be spent 
m

aking sure that innocent parties are not affected by 
your actions.

TO
R

Finally, w
e com

e to Tor.  Tor is a brow
ser, just like 

Internet Explorer, Edge, 
Chrom

e or FireFox.  It 
also 

acts 
like 

a 
VPN

, 
hiding 

your 
online 

activity and protecting 
your 

identity 
from

 
others.  

Tor has m
any legitim

ate uses but controversially is also 
associated w

ith the Dark W
eb. Here, teenagers can 

purchase hacking tools as w
ell as drugs, w

eapons and 
credit card inform

ation. Before allow
ing any m

inor to 
dow

nload Tor, you m
ust be com

pletely satisfied that it 
w

ill be used safely and appropriately.
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The Lionheart Academies Trust is a 
Leicestershire-based Multi-Academies Trust 
with one sixth form, six secondaries and four 
primaries. Founded in 2013, the Trust was 
created to enhance educational provision in the 
East Midlands so that any young person from 
any background receives an equal chance to be 
successful in whatever they choose to do.


